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Agenda
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1. Review the bank statements

2. Unanticipated revenue

3. New loss reporting policy

4. Cyber losses . . . still
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Bank account activity 
is the core source of a 
government’s money 
flow.
• Many schemes reveal themselves in the 

statements, either obviously or subtly.

• Bank statements provides helpful 
perspective into a government’s 
activities.

Why?
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• Many WA losses could have been 
detected either earlier, or immediately.

• SAO auditors have uncovered three large 
cases through bank statement reviews.

• An elected official recently detected a 
large misappropriation after asking to 
review the bank statements.

Why now?

It’s a key control for 
any effective fraud 
program.
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“My review 
won’t be 
helpful.”

“My review 
won’t be 
helpful.”

“I don’t know 
what I’m looking 

at.”

“I don’t know 
what I’m looking 

at.”

“I wouldn’t know 
how to spot 

anything fishy.”

“I wouldn’t know 
how to spot 

anything fishy.”
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Bank Statement 
Review Playbook
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CHAPTER 1:
OBVIOUS RED FLAGS

• Cash/ATM withdrawals

• Payments to unknown 
or unusual vendors

• Payments to Zelle, 
Western Union, PayPal, 
Square

• Payments to employees

CHAPTER 2:
ALTERED STATEMENTS

• Inconsistent formatting 
or alignment

• Lack of bank header, 
footer or page numbers

• Missing pages

• Nonsequential checks 
without notation
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CHAPTER 3:
TRENDS

• Declining bank balance

• Repetitive payments 
that don’t make sense

• New vendor payment 
you haven’t seen in 
prior statements

• High volume of transfers 
to other accounts (ask to 
see statements for those 
accounts)

• Large credit card 
payments or multiple 
payments in a month

• Decreased frequency or 
dollar amount of 
deposits
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CHAPTER 5:
YOUR JUDGEMENT

• Anything that catches 
your attention, raises 
your eyebrow, doesn’t 
make sense for your 
government, or that 
you’re just curious 
about.

CHAPTER 4:
OTHER RED FLAGS

• Negative account 
balance at any point in 
the month

• Overdraft fees or 
other penalties

• Even-dollar amount 
deposits
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Review the ORIGINAL bank statement
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Don’t ignore the unanticipated
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Find it in SAO’s 
Resource Library

NEW Best Practices Guide!
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Scan QR code to download it 
from our Resource Library!
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Fraud risk increases 
with each unknown 
factor.

Unanticipated 
Revenue
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That it’s coming

The amount

When it’s coming
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Unanticipated revenue examples
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Cemetery plot 
fees

Title company 
utility payments

Transfer station 
fees

Firearm permit 
fees

Building permit 
fees Impact fees

Passport services Seized-property 
fees Donations

Licenses: 
(business, 

animal, 
electrical)

Lease/space 
rental fees Pool use fees

B&O tax
Public records 
request copy 

fees
Rebates Insurance 

payouts
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• Schemes where the employee takes 
funds “off the top” and never records the 
receipt.

• Both cash and checks are susceptible.

The check-for-cash substitution scheme 
tops the list.

How this type of 
fraud happens

Skimming
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Check-for-cash substitution scheme

Unanticipated 
check arrives

Employee waits for 
cash payment to 
come in from a 

customer

Employee pockets 
cash received from 

customer

Employee applies 
unanticipated 

check to customer’s 
account
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Case Study: City of Wapato
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B&O Check: 

Recorded in the 
system for 

substantially less 
than its value

Cash received:

Customer 
accounts showed 

checks were 
applied, not cash

Equal $ Amounts

Compared bank records to recorded receipts and 
found these red flags:
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Case Study: City of Wapato
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Case Study: City of Wapato
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Unanticipated revenues:
• B&O tax payments

• Lease payments

• Cemetery fees
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Require that two employees 
open mail together

Segregate duties

Watch for behavioral red flags

Mandate vacations for staff and 
rotate assignments

Best practices: 
Prevention
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Keep an eye open for 
unanticipated revenue sources

Establish a written fraud policy

Require annual fraud awareness 
training

Best practices: 
Prevention
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Whenever possible, compare 
receipts to activity

Conduct proper reviews and 
reconciliations

Consider performing blind 
business confirmations

Best practices: 
Detection
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Conduct surprise cash counts
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Pay attention to customer 
complaints

Analyze and trend unanticipated 
revenues

Best practices: 
Detection
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SAO’s new loss 
reporting policy
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Updated in 2022:

“State agencies and local governments shall 
immediately report to the state auditor's 
office known or suspected loss of public 
funds or assets or other illegal activity. The 
state auditor must adopt policies as 
necessary to implement this section.”

RCW 43.09.185

Scan QR code to read the 
updated policy on our website!
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Prefacing the policy
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This policy only addresses what to 
report through the “report a 
suspected fraud or loss” portal.

Governments should be prepared 
to discuss all losses during their 
regular audit.

Consider your reporting 
obligations to other parties.

New loss policy
Losses come to SAO in many ways. 
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If employee involvement cannot be ruled 
out in any of the listed exemptions, 
governments should report the loss or 
illegal activity to SAO.

“Employee involvement” means the scheme 
involved or was carried out by an employee 
of the affected government.

50

If in doubt, 
report it!
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• Unauthorized credit card attempts and/or 
transactions initiated by an external party, 
that are determined fraudulent by the 
bank and refunded. 

• Loss of cellphones, tablets, laptops or 
similar type assets assigned to employees 
that were stolen by an external party. 

Do not need to report:

Reporting 
exceptions
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Eligibility-based funding provided to an 
external party based on incorrect or falsified 
eligibility information. Some examples:

• Families misreport their income to 
become eligible for free or reduced lunch.

• Tenant or client falsifies their income or 
other eligibility criteria to receive housing 
assistance funding.

• Claimant submits a fraudulent 
unemployment claim for payment.

Do not need to report:

Reporting 
exceptions
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With the exception of cyber losses, losses or 
illegal activity resulting from actions made by 
parties external to your government – including 
vendors, contracted service providers, 
subrecipients and other nongovernment parties 
– should be reported to your audit team. Reporting losses 

during an audit
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Cybersecurity incidents that involve the 
finances or financial records in some way. 

• Payment to a criminal actor related to 
ransomware (even if your insurance paid 
it or reimbursed you).

• Ransomware or other unauthorized 
access where it’s possible they accessed 
any financial records (even if no harm or 
no ransom paid).

Reminder! Do report:

Reporting cyber 
losses
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• Security incident that may have impacted 
your financial records or systems.

• Someone gains unauthorized access to 
your financial records (even if no 
harm/impact).

• You make payment to an external threat 
actor due, usually due to social 
engineering (external cyber loss).

Reminder! Do report:

Reporting cyber 
losses
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ACH fraud stats
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Some things you 
can’t trust …

Even though you want to
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Legitimate vendor email:

name@bossconstruction.biz

Scammer email:

name@bossconstructions.biz

DON’T TRUST EMAILS FROM YOUR VENDORS
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… EVEN IF THEY HAVE A NICE SIGNATURE LINE
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DON’T TRUST VOIDED CHECKS
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SERIOUSLY, DON’T TRUST VOIDED CHECKS
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DON’T TRUST LETTERHEAD
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DON’T TRUST EMPLOYEE EMAILS
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• Recommended control: calling to verify

• Now scammers are calling you to confirm.

• They’re also accessing vendor voicemails 
and calling you back.

Scammers are adapting

What about 
phone calls?
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Contact Us
Special Investigations
Fraud@sao.wa.gov

Website: www.sao.wa.gov
Twitter: www.twitter.com/WaStateAuditor
Facebook: www.facebook.com/WaStateAuditorsOffice
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