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“There is no kind of dishonesty
into which otherwise good people
more easily and frequently fall
than that of defrauding
government of its revenues...”
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What will you learn today?

* Importance of internal controls
* Internal control basics
* Designing cash handling internal controls

Tips and best practices
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Technology Housekeeping

* Use the “raise hand” feature to share
* Turn off all other programs, especially Outlook
* Mute yourself if your aren’t sharing

* Participate in the “waterfall” chats
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Survey says...

What government or
organization do you
work for?

Importance of internal controls
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Importance of internal controls

REPORT TO THE NATIONS
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ACFE report findings
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Importance of internal controls

@ Lack of internal controls i
18% Override of existing INTERNAL
- controls CONTROL
WEAKNESSES
Lack of management were responsible
of frauds
OEZETE
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Smaller losses




Fraud detection methods
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Fraud detection methods
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A look at fraud in Washington

33 investigations in 2021:

* 17 reports of significant misuse/theft of
public money

* $428,635 misappropriated

* $121,545in questionable
transactions

Internal control basics
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An important factor in preventing and
detecting fraud

Charts of . . " Table of Alerts &
Accounts Budgeting Accounting Reporting Contents Changes

sommaccomo  |Nternal Control
Fund Types and

Accounting Principles

Bank Reconciliations 3.1 Accounting Principles and Internal Control

Beginnil d Endi
c:’;ﬁ"::.rﬁg.ﬁl'w;e'&i 3.1.3 Internal Control

Classifications

Purpose and Definition of Internal Controls

original Supporting
T R 3.1.3.10 Internal control refers to the means by which management runs it's

ASSETS w achieves organizational objectives.
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Internal controls: The big picture Innovation

The fraud triangle
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Which component of the
fraud triangle do you
have the most control

Pressure
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Internal controls: The big picture Innovation

Pressure

Breaking the fraud triangle
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Internal controls: The big picture
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Types of internal controls
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Internal control system

)

Process segments

Locations
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Which type of control will work best? Imovation
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Preventative Detective
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* Clearly define the cash-handling process
* Validate and support transactions

o ¢ Observe and monitor activities
¢ Review documents

11




Center for
Government
Innovation

Effective internal controls

* Protect employees
» Safeguard resources
* Help prevent fraud

* Identify a loss promptly
* Determine the entire amount lost
* Identify responsibility for the loss
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Designing cash handling internal controls
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Resources

Survey says...

Auditors can be viewed as
a substitute for your
internal monitoring and
review controls.

True or false?
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Management’s role

Management is

responsible for
internal controls

Responsible
Observant

* Communicative
Active

5/11/2022
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Preventative controls innovation

* Written policies and procedures
* Required training

* Segregation of duties
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Preventative controls innovation

— Golden Rule #3:

Document the controls
Written policies & procedures you put in p/ace ... So
expectations are clear to
employees and
management alike

Required training

B edregation
{ ‘q(Duﬁe;' .
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Preventative controls: Segregate duties

Custody

Robert receives casl

Reconciliation

Michael reconciles the daily
deposit to ensure it was
made intact and timely.

Recording

Angela reconciles the bank
account. She can adjust
accounting records and
perform journal entries.

Beth can sign checks and
authorize the transfer money
between accounts.

Preventative controls: Segregate duties

Oversight person

Ensure deposits were made intact by comparing paper
receipt records (source records to support the deposit) to
bank statement deposit information. This should include
confirming that cash vs. check composition is correct for

all denncite

Duty (and related page) | Clerk 1

Collect receipts from customers, prepare
the deposit, and make the deposit with
the bank

Cash receipt (p. 10)

Duty (and related
page)

‘ Clerk 1 Clerk 2 Oversight person

Perform receipting, prepare the

Cash receipt (p. 10) deposit, and deliver the deposit

Backup cash receipt, but limit
access as much as possible to all

No access. Might do a last look at the
deposit periodically to ensure checks

to the bank (if needed) receipts and the deposit deposited are only that of customers.
Duty (and |
related page) Clerk 1 Clerk 2 Clerk 3 Oversight person
Backup cash receipt, but
Receipt cash from fimit access as much as Monior to ensite the

Cash receipt (p. 10) customers and take the
depoasit to the bank the deposit. Prepare the

deposit

possible to all receipts and

deposits are made by

receipt to source records

No duties or access to the
comparing validated bank  deposit
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Preventative controls: Segregate duties S

- Require the employee to open mail in a supervised
area, and as soon as all mail has been opened,
endorse checks with the government’s banking
information and prepare the deposit.

- Place surveillance cameras where mail is opened

- Put in place additional controls to monitor
infrequent and unexpected revenue streams

Two people open
mailed payments
and record them
onalog.

- Contract out payment processing to a third party
that has the desired controls

- Periodically compare bank-validated deposit
receipts to cash-receipting system reports to
confirm the deposit’s cash/check composition
agrees with what has been received and recorded
in the system.

5/11/2022
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Preventative controls: Segregate duties RS

Proper segregation of duties minimizes
opportunity

Borrowing
Schemes

Fraudster holds
deposits and uses
cash for their
personal needs
and deposits the
funds later.
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Preventative controls: Limit access

Preventative controls: Prompt deposits

RCW 43.09.240

Local government accounting—Public officers
and employees—Duty to account and report—
Removal from office—Deposit of collections.

BARS Cash Manual

Cash Receipting

3.6 Revenues
3.6.1 Cash Receipting

2. Deposits must be made intact, meaning all payments
received must be deposited without substitution . ..
deposit slip matched to related receipt records.
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Preventative controls: Access & deposits

/ Check for Cash

Substitution
Schemes

Fraudster substitutes a
check from an unusual
or infrequent revenue
source for cash
collected and recorded
earlier.

Limiting access and making timely deposits
minimizes opportunity
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Survey says...

If your cash receipting system
has strong preventative
controls, detective controls
aren’t necessary.

True or false?
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Both preventative and detective controls Goverament
are important
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Preventative Detective
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Detective controls

* Developing expectations

() » Standard forms (accurate and complete)

System report reviews

* Internal audits (monitoring and review)
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Expectations: Revenue patterns

Expectations: Deposit composition
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Expectations

Developing expectations minimizes opportunity
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/“, ~ Skimming

Schemes

Fraudster takes
cash receipts prior
to recording them
in the accounting
system.
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Government

Detective controls: Standardized forms e

& reports
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Monitor/review non-cash transactions [

The compensating controls you could

put in place include

VOID \ « Require cashiers to document all voids or refunds
ADJUSTMENT and account for them in the daily reconciliation.
\NI | Periodically review void or refund activity for

CORRECTION,

reasonableness.

- Excessive voided sales, as noted in voided
transaction report, should be investigated

« Require management approval for voids or refunds
above a certain dollar amount
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Monitor customer account activity Innovation

Accounts Receivable Aging
Schedule
Days Past Due

More than
Patients. NotYetDue  1-60 61-120 120 Total
s 12000

Utility Bills
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Monitoring and review minimizes

opportunity
ﬁeversing

Off Schemes

Fraudster processes
unsupported voids,

customer account

amount owed.
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Transaction/Write-

cancelations or refunds, or

adjustments to reduce the
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What will you learn today?

* Importance of internal controls
* Internal control basics

* Designing cash handling internal controls

Tips and best practices
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There is no such thing as
too much documentation in
a cash receipting system.

True or false?
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Not a best practice
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Tips & best practices

==) Require employees to take time off

Tips & best practices

==)> Have employees certify they have read and
understand policies, and were provided training
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Tips & best practices

== Develop a monthly revenue/receipting
calendar

Tips & best practices

==) |dentify operation changes that impact
revenues
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Tips & best practices

==) Monitor deposits for infrequent/unanticipated
revenue
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Government
Innovation

Tips & best practices

== Ensure system reports are generated by the person performing the
review and monitoring

5/11/2022
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Tips & best practices

=== Occasionally spot check transactions, prepare bank deposits
or perform bank reconciliations

More tips & best practices

’ﬂ
-
Cash Receipting

Keep your money secure:

Tips for leaders, managers, supervisors
and cashiers
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Common control weaknesses and
warning signs

* Trusted employee with limited oversight
* No segregation of duties

* Inadequate monitoring and review

* Lack of supporting records

* Deposit patterns that vary from normal

* High volume of voids/adjustments

* High volume of system deletions/ modification

* Deposits not made daily or intact
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Closing check-in

Share something you
learned today or found
helpful.

Center for
Government
Innovation
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Earn CPE with our new on-demand training [

The Audit Connection Blog  Coronavirus ~ PublicRecords  Clientlogn  [f] [ [ ®@
@ Office of the Washington State Auditor
y Pat McCarthy

= [

Reports &Daa  Performance Audits  AboutAudi.  Improving Govemmem B/ RS& Annual Filing  Reporta Concem  About SAQ

20

orovmant Traking Videss

Improvement Training Videos

- 4 “. N X ), : L‘m:,{"’ The State Auditor's Office (SAQ) is here to help you understand more about what we do and the services we
pa— by — [lommmakas provide. Our online training library offers free training videos available any time.

A - Leamto beLemn
Cash Receipting: F hccem Adkice Cash receipting
- - « Cashreceipting Fraud Prevention and Intemal Cortiols (eLearming)
Fraud Prevention and = S o Want t0 protect recespting fraud? Our on-demand training follows an
Internal Controls =il #6101 actual : ming
(awscryes Resources Detabase signs and red flzg: of deved control system and the risks
i you don'. Local g sigible for Continuing & recit (CPE) for this caurse.
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Contact information Innovation

Debbie Pennick, CPA

Assistant Director
Center for Government Innovation

Office of the
Washington
State Auditor

Deborah.Pennick@sao.wa.gov
center@sao.wa.gov
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